About Group Testing

 We can approach this study via different
topics such as combinatorial design, algebraic
combinatorics, coding theory and graph
theory.

* Group testing does play an important role in
applications such as computational molecular
biology, network security, image
compression, ..., etc.



Human Genome Project




How does the human genome

stack up?

Organism Genome Size Estimated
(Bases) Genes

Human (A £H) 3 billion 30,000
Laboratory mouse (5£E) 2.6 billion 30,000
Mustard weed (A. thaliana) 100 million 25,000
Roundworm (C. elegans) 97 million 19,000
Fruit fly (5L) 137 million 13,000
Yeast (FER1EH) 12.1 million 6,000
Bacterium (KHGHEH) 4.6 million 3,200
Human immunodeficiency virus 9700 9

(HIV)
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* DNA: Deoxyribonucleic Acid
* Nucleotide (1% 3 fi%)

Adenine (A)

Thymine (T)

Guanine (G)

Cytosine (C)



Computational Molecular Biology
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Example of Group Testing

* |n screening clone library the goal is to
determine which clones in the clone library
hybridize with a given probe in an efficient
fashion. A clone is said to be positive if it
hybridize with the probe(4% 4*+), and
negative otherwise.



Shotgun Sequencing

* Shotgun sequencing is a throughput technique
resulting in the sequencing of a large number of
bacterial genomes, mouse genomes and the
celebrated human genomes. In all such projectss, we
are left with a collection of contigs that for special
reasons cannot be assembled with general assembly
algorithms. Continued ...



Random shotgun approach

genomic segment
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Whole-genome shotgun sequencing

— Short reads are obtained and covering the genome
with redundancy and possible gaps.

A

Circular genome

11



—Reads are assembled into contigs
with unknown relative placement.



—Primers : (short) fragments of DNA
characterizing ends of contigs.

Primers

\
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— A PCR (Polymerase Chain Reaction) reaction reveals if
two primers are proximate (adjacent to the same gap).

— Multiplex PCR can treat multiple primers
simultaneously and outputs if there is a pair of
adjacent primers in the input set and even sometimes
the number of such pairs.
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Contig
~£ * Two primers of each contig are “mixed
1B

2B | 9y
/ '- together
A * — Find a Hamiltonian cycle by PCRs!
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* Primers are treated independently.
— Find a perfect matching by PCRs.

1A
4B 1B
4 2A
3B 2B
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Goal

* OQur goal is to provide an experimental
protocol that identifies all pairs of adjacent
primers with as few PCRs (queries) (or
multiplex PCRs respectively) as possible.



Mathematical Models

Hidden Graphs
(Reconstructed)

Topology-known graphs,

e.g. Hamiltonian cycle,
matching, star, clique,
bipartite graph, ..., etc.

* Graphs of bounded

degree
Hypergraphs

* Graphs of known

number of edges



Recent Result

 Theorem (Chang, Fu and Shih)

Let G be a graph with n vertices and m
edges. Then we have an adaptive
algorithm to reconstruct the hidden graph
by using at most m(2log,n + 9) queries.



Compressed Sensing

* |n compressed sensing (CS), we are given an n-
dimensional sparse signal with support size K.

 Random (?) projections of the sparse signal are
obtained. (We notice the projection if it is not
orthogonal to the signal, i.e. the inner product
of the two vectors is not equal to zero.)

* The goal is to identify the support set while
minimizing the number of projections.



Have you seen “group testing”?

 We shall find a measurement txn matrix A
with as less rows (minimizing t) as possible
such that after t projections the support set of
the sparse signal can be obtained.

* Here we only consider the Boolean version (O,
1) of CS.

* Noticed that we use non-adaptive group
testing algorithms for compressed sensing.



Signal: 010000010000
Outcome vector: 010111100

1 1 1 1
1
1
1) |1
1 1
1 1
11
1 1

The blanks
are zeros.



Network Security
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Wireless Sensor Network
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Jammer

Constant jammer
Deceptive jammer
Random jammer

Reactive jammer



Jammer
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Jammer
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Constant jammer:

Continually emits a radio signal
Prevent legitimate nodes from getting hold of channel

Payload I

Payload I

Payload I Payload I Payload I

Deceptive jammer:
jects regular packets 1o the channel without any gap

Constantly in]|(
between packets
A normal communicator will be deceived into the receive state

&F*(SDJF ™ F&*D{ D*KC*|
Random jammer:
Alternates between sleeping and jamming
Good for jammers that do not have unlimited power supply
underlying —»[ [Payload [f [ [Payload [f | [ Payload |]
normal S .
traffic [eF*(sDJ] [~oe~*gd [co~(arc] | ]

Reactive jammer:
Quiet when the channel is idle, transmits when it senses channel activity
Targets the reception of a message and harder 1o detect




Detection for Jammers

YES or
NQO

Signal Strength
(S°)
Packet Delivery Ratio
(PDR)
Carrier Sensing Time
(CST)

Further Information



Coping with Reactive Jammers

Finding
Trigger hodes

1. Constructing a routing algorithm :
triggers be only receivers.

2. For triggers to send,
applying channel surfing becomes efficient.

3. Properly utilizing victim nodes (VN).



Basic Model




Identifying Trigger Nodes

* Preprocessing Node Classification

Jamming Range Estimation

* |Interference Free Group Testing ( IFGT )
Algorithm

* Non-Adaptive Group Testing Detection (NGTD)
Algorithm



Jamming Range Estimation

* Dense-jammer case

a—

Reflex




* Group testing?

* Please refer to the book
“Group Testing Theory in
Network Security” written by
My T. Thai.
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Keep Moving Forward!
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